Job Description

Job Role Compliance Analyst

Sub Team Enterprise Customer Service - Threat Intelligence Team
Location New Delhi

Experience Required 2-3 years

Job Purpose Compliance Consultant

Tags# #ISMS #IS0O27001 #Information_Security Auditor #Risk

#Governance #Compliance #Controls #legalandregulatory
#Cybersecurity #risk #Securitycontrols #Controls

Job Responsibilities °

Mapping various compliances with each other, such as
mapping of ISO 27001: 2013 with PCI DSS v3.2 with NIST SP
800-53, etc.
Mapping of compliance requirements with organization policies
and processes
Map regulatory requirements, such as RBI’s Cyber Security
Frameworks with various compliancesRecommending Security
Controls from Compliance perspective and ensuring the
controls are in place as per compliance standards.
Identifying, evaluating and reporting on legal and regulatory,
IT, and cybersecurity risk to information assets, while
supporting and advancing business objectives
Knowledge of Server, networks, application and perimeter
security, endpoint security, would be added advantage
Conduct Client Side Audits

Skills Required

Sound knowledge of IT Security and Infrastructure audits
Proven ability to conduct ISMS audit independently

Must have conducted 3 audits

Must possess basic knowledge of networking, different flavours
of operating system, endpoint devices and security devices
Should be a self learner and must keep himself/herself updated
with latest threats and vulnerabilities researched/discovered
knowledge of business continuity framework and standards
Basic knowledge of different compliance standards such as
PCI DSS, HIPAA, etc. in addition to ISO 27001

Excellent written and Verbal communication skill

Positive attitude, self-driven, excellent communication and
presentation skills

Intermediate skills in MS Excel and MS-PowerPoint

Education Qualification °

BCA
Btech
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B.Sc. (Computers)
ISO 27001 lead auditor/Lead Implementer

Age bracket

24-28

Working Conditions

Monday to Friday with 1st Saturday Working
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